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Managing a communication device 

FIELD OF THE INVENTION 

5 The invention relates to managing a communication device 

being arranged to communicate with a server. The communication 
device may be, for example, a subscriber identity module (SIM) 
which is present in a mobile phone. 

1 0 BACKGROUND OF THE INVENTION 

In a GSM network, SMS (Short Messages Service) 
messages can be used to load data or applications from a remote 
content server into a SIM card that is inserted in a mobile phone. 
15 This can be done on the initiative of the remote content server. This 
is possible because the mobile phone is listening for incoming SMS 
messages. 

US 2001/0015977 discloses a system comprising a 
push server, a Short Message Service Center (SMS-C), a wireless 

20 communication station and a Domain Name Server (DNS). The push 
server causes the SMS-C to send to the wireless communication 
station a SMS via a GSM or GPRS channel. The SMS comprises the 
IP address and a port number of the push server. Then the wireless 
communication station sends the BP address to the DNS server. The 

25 DNS server send back to the wireless communication station the 
corresponding server host name. The server host name is then 
displayed on the wireless communication station. Hie user has to 
decide whether or not he wants to receive data from the push server. 
If the user inputs "yes" the process then continues in a GPRS 

30 connection phase. The push server then starts transmitting data to 
the GPRS station. 

SUMMARY OF THE INVENTION 

35 It is an object of the invention to manage a communication 

device more efficiently. 
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According to one aspect of the invention, a method of 
managing a communication device being arranged to communicate 
with a server via a first communication network and a second 
5 communication network is characterised in that the method 
comprises the following steps: 

an instruction step, in which the server sends a 
management-request instruction to the 
communication device via the first communication 
10 network and; 

an executing step, in which the communication 
device executes the management-request instruction 
which causes the communication device to request 
the server to effect an operation in the 
15 communication device via the second 

communication network. 

The first communication network may be, for example, a 

20 GSM network. The second communication network may be, for 
example, a GPRS (General Packet Radio Service) network. The 
communication device may be, for example, a mobile phone in which 
a SIM card is inserted. 

The GSM network enables the server, at its own initiative, 

25 to send SMS messages to several mobile phones simultaneously. 
The GSM network thus enables to diffuse instructions. 

Certain mobile phones can communicate via a GPRS 
network and a GSM network. Generally, a GPRS network does not 
allow a diffusion of instructions. What is more, a communication via 

30 a GPRS network can be established only on the initiative of the 
mobile phone and not on that of the server. The reason for this is 
that the GPRS network is based on the Internet Protocol (IP). 
However a GPRS network generally has a relatively wide bandwidth, 
which allows a fast transfer of data. The same applies to other types 

35 of networks that are IP based like, for example, a Universal Mobile 
Telecommunication System (UMTS) network. 
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In accordance with the invention, the server uses the GSM 
network to difluse a management-request instruction rather than 
Z management instruction itself. The management-reques^ 
instruction causes the mobile phone, or the SIM card inserted 
therein, to automatically request the server to send him one or xnore 
management instructions via the GPRS network, or a ^simuar 
Xotk. Thus, the mobile phone or the SIM card inserted therem * 
managed via the GPRS network which has a relahvely wide 
ZZL. Consequently, the mobile phone, or the SIM card 
mTerted therein, can be managed in a relatively short t*-C**ary 
to US 2001/0015977, there is no intervention of a user. Thanks to 
the invention telecom operators can thus perform campaigns also m 
a GPRS context. Consequently the invention allows a more efficient 
management of communication devices. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 illustrates a wireless network system; 

Fig 2 illustrates a method of establishing a connection between a 
mobile phone and a content server via a GPRS network. 



25 DETAILED DESCRIPTION 

Fig 1 illustrates a wireless network system. The wireless 
network system includes a SIM card SIC to be inserted in a mobile 

Ph ° ne MP rhe moblle pho ne MP is arranged to communicate with a 
content server SERV via a GSM network GSMNET and a GPRS 
(General Packet Radio Service) based network IPNET. A GPRS based 
network generally has a higher-speed data transfer than that of a 

GSM network GSMNET. 

The content server SERV may comprise data or various 
applications to be loaded into the SIM card SIC. These applications 
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or data can be loaded via one or several ports of the server SERV. 
Hie data or application can be loaded on a per-SIM card mode or on 
a campaign basis. In the latter case, the server SERV loads data into 
a group of SIM cards (SIC). It is somewhat like a "broadcast" update. 
5 The mobile phone MP can receive SMS messages from the 

content server SERV via the GSM network GSMNET. 

Hie mobile phone MP is listening to the GSM network 
GSMNET for incoming SMS (Short Message Service) messages. 

10 

Fig. 2 illustrates a method of establishing a connection 
between the mobile phone MP and the content server SERV via the 
GPRS network. 

In an SMS sending step SMSSEND, the content server 

15 SERV sends an SMS message via the GSM network GSMNET to the 
mobile phone MP. The SMS message comprises instructions defining 
a request for opening a connection between the mobile phone MP 
and the content server SERV via the GPRS based network IPNET. 
The SMS message may also comprise a destination data defining the 

2 0 address of the content server SERV and a data defining the specific 
port of the server SERV, for example, the port number PORTNUM. 
Advantageously, the SMS can be encrypted using a security protocol 
as defined, for example, in the ETSI GSM 3.48 standard. 

In an SMS delivering step SMSDELIVER, the mobile phone 

25 MP delivers the SMS message to the SIM card SIC. 

The SIM card SIC contains a software which can analyse and 
understand the instructions and data contained in the SMS 
message. The software may be a part of an operating system on the 
SIM card or an application on the SIM card SIC. 

30 In a connection opening step CONOPEN, the SIM card SIC 

requests the mobile phone MP to establish a connection with the 
content server SERV via the GPRS based network IPNET. To that 
effect, the SIM card (SIC) for example, can use the received 
destination data and the data defining the specific port of the server 

35 SERV. 

Once the connection is established, the content server 
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SERV can load data or applications into the SIM card SIC via the 
GPRS based network. 

Thus in summary, the content server SERV uses the GSM 
5 network GSMNET to instruct the mobile phone MP to establish a 
connection via the GPRS based network. Consequently, the server 
(SERV) takes the initiative to manage data, applications or other 
entities in the SIM card (SIC). 

10 The communication between the mobile phone MP and the 

SIM card SIC can be made using, for example, the 3GPP TS 11.14 
protocol and the 3GPP TS 31.111 protocol. The communication 
between the mobile phone MP and the content server SERV can be 
made using, for example, the 3GPP TS 03.60 protocol. 

15 

The description hereinbefore illustrates the following features: 
A method of managing a communication device (MP) being arranged 
to communicate with a server (SERV) via a first communication 
20 network (GSMNET) and a second communication network (IPNET) 
characterised in that the method comprises the following step: 

- an instruction step, in which the server (SERV) 
sends a management-request instruction to the 
communication device (MP) via the first 
25 communication network and; 

an executing step, in which the communication 
device (MP) executes the ma n agement-request 
instruction which causes the communication device 
(MP) to request the server (SERV) to effect an 
3 0 operation in the communication device (MP) via the 

second communication network (IPNET). 

There are various manners to implement the invention. 
The GPRS based network IPNET can also be a UMTS (Universal 
35 Mobile Telecommunication System), a wireless LAN (Local Area 
Network) network or more generally any IP (internet protocol) based 




6 

network. An IP based network is a network which uses IP (Internet 
Protocol). We can also use the Bluetooth or the IrDA 
(InfraRedAssociationData). 

There can also be more than one IP based network. For 
5 example, we can have both a GPRS based network and a UMTS 
based network. 

There can also be more than one content server SERV. We 
could have, for example, a first content server that causes the 
mobile phone to establish a communication with a second content 
10 server. 

Not only can we use a mobile phone MP with a SIM card 
SIC, but also a mobile phone MP alone, a PDA (personal digital 
assistant) or any other communication device capable of 
communicating with the above mentioned networks. 
15 The server (SERV) can be any remote device capable of 

managing the communication device (MP) via a communication 
network. 
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CLAIMS 

5 1 -A method of managing a communication device (MP) being 
arranged to communicate with a server (SERV) via a first 
communication network (GSMNET) and a second communication 
network (IPNET) characterised in that the method comprises the 
following steps: 

10 - an instruction step in which the server (SERV) sends 

a management-request instruction to the 
communication device (MP) via: the first 
communication network and; 

an executing step in which the communication 
15 device (MP) executes the management-request 

instruction which causes the communication device 
(MP) to request the server (SERV) to effect an 
operation in the communication device (MP) via the 
second communication network (IPNET). 

20 

2. The method according to claim l f characterised in that the first 
communication network is a GSM network (GSMNET) and the 
second communication network is a GPRS based network (IPNET). 

25 3.The method according to claim 2, characterised in that the 
management request instruction are sent using Short Message 
Services. 

4. The method according to claim 3, characterised in that the Short 
3 0 Messages Services are encrypted using a security protocol. 

5. A system comprising a communication device (MP) and a server 
(SERV), the communication device being arranged to communicate 
with the server (SERV) via a first communication network (GSMNED 

35 and a second communication network (IPNET), the system being 
characterised in that the server (SERV) is arranged to send a 
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management-request instruction to the communication device (MP) 
via the first communication network and in that the communication 
device (MP) is arranged to execute the management-request 
instruction to cause the communication device (MP) to request the 
5 server (SERV) to effect an operation in the communication device 
(MP) via the second communication network (IPNET). 

6. The system according to claim 5, characterised in that the first 
communication network is a GSM network (GSMNET) and the 

10 second communication network is a GPRS based network (IPNET). 

7. A computer program product for a communication device (MP) 
being arranged to communicate with a server (SERV) via a first 
communication network (GSMNET) and a second communication 

15 network (IPNET), the computer program product including an 
instruction set which when the instruction set is loaded in the 
communication device, makes the communication device perform the 
following steps: 

an instruction receiving step in which the 
20 commxmication device (MP) receives from the server 

(SERV) a management-request instruction via the 
first communication network and; 
an executing step in which the communication 
device (MP) executes the management-request 
25 instruction which causes the communication device 

(MP) to request the server (SERV) to effect an 
operation in the communication device (MP) via the 
second communication network (IPNET). 

30 8. An integrated circuit card to be inserted in a communication 
device (MP), the communication device (MP) being arranged to 
communicate with a server (SERV) via a first communication 
network (GSMNET) and a second communication network (IPNET), 
the integrated circuit card being arranged to perform the following 

35 steps: 



an instruction receiving step in which the integrated 
circuit card receives from the server (SERV) a 
management-request instruction via the first 
communication network and; 

an executing step in which the integrated circuit 
card executes the management-request instruction 
which causes the communication device (MP) to 
request the server (SERV) to effect an operation in 
the communication device (MP) via the second 
communication network (IPNET). 
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Managing a communication device 

ABSTRACT 

A method of managing a communication device being arranged 
to communicate with a server via a first communication network and 
a second communication network is characterised in that the method 
comprises the following step: an instruction step, in which the server 
sends a management-request instruction to the communication device 
via the first communication network and; an executing step, in which 
the communicaiton device executes the maangement-request 
instruction which causes the communication device to request the 
server to effect an operation in the communication device via the 
second communication network. 
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